) DISPEL SECURE COLLABORATION

Description

Secure collaboration suites enable the NZDF to lead joint operations and integrate
capabilities and personnel from other nations, NZ government agencies,
non-governmental organizations, and commercial contractors.

Dispel automatically launches collaboration networks. Each network is a
mission-specific, single-tenant Moving Target Defense SD-WAN equipped with
end-to-end encrypted video conferencing, messaging, PBX telephony, file sharing,
and more. Commanders can stand up networks within 30 minutes, and relevant
parties can be onboarded and offboarded at a moment’s notice. Automating the build
of disassociating collaboration networks enables global interoperability, matching the
simplicity of modern communication tools with the security needed for mission
success.

Value to the Warfighter

- Enhanced situational awareness via mission-specific, coalition collaboration networks.
- Scalable, single-tenant SD-WANs built from scratch in <30 minutes.

- Cross spectrum (ISP, cell, satellite) compatibility.

- Traceless, encrypted connectivity, including multi-region entry points.

- Full suite of tools—video, messaging, fileshare, phone, and custom (*tradecraft redacted*).

Objectives

- Establish a resilient baseline comms structure to aid warfighter situational
awareness.

- Build out-of-band networks that facilitate collaboration with allies and across
branches.

- Move efficiently against advanced persistent cyber threats.
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Dispel Multi-Cloud Disassociating Network

Securely collaborate with allies and partners through video
conference, messaging, PBX telephony, and file sharing.

Aligning with the NZDF Strategic Plan

Equips the NZDF with communication tools to “lead independent and
combined operations in the South Pacific and our neighbourhood, including
the ability to integrate capabilities and personnel from other nations, New
Zealand Government agencies, non-governmental organisations, and
commercial contractors.”

Improves communication and workflow with domestic and regional partners,
while “sustaining interoperability with our traditional military partners and
providing ongoing support to operations in support of the rules-based
international order.”



